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——— NORMAN J. KENNARD
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%t%rneys am/ aunse%rs at Iuw PENNSYLVANIA
Direct Dial: 717.255.7627

nkennard@thomaslonglaw.com

October 15, 2013

Via USPS Express Mail
Marlene H. Dortch, Secretary
Federal Communications Commission
445 12" Street, S.W.
Washington D.C. 20554

Re: Connect America Fund, WC Docket No. 10-90; 2013 FCC Form 481
Dear Ms. Dortch:

In compliance with the Commission’s rules at 47 CFR §§ 54.313(h)(2)(i) and 54.422(c),
Kalida Telephone Company, Inc. (“Kalida”) herewith submits a copy of its 2013 Form 481.

Kalida requests that the financial results required in the section entitled “Rate of Return
Carrier Additional Information™ be accorded confidential treatment. Attached please find a
statement of the reasons for withholding the redacted materials from public inspection pursuant
to 47 CFR § 0.459.

Kalida has e-filed, through ECFS, the redacted version and sent via USPS Express Mail
the confidential version (original and one copy) of its 2013 FCC Form 481.

Thank you for your attention to this matter.
Sincerely,

THOMAS, LONG Nwﬁ & KENNARD

&

NJK:tlt

' The financial reports section of FCC Form 481 is identified at the Universal Service Administrative Company
(“USAC”) website as “Section 3005” in the downloadable version and as “Section 3000” in the online filing version
at the same USAC website. http:/www.usac.org/he/tools/forms.aspx. The same identical financial information is
required in both. The request for confidentiality applies regardless of whether the form submitted employs the 3005
or 3000 designation.
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STATEMENT OF CONFIDENTIALITY REQUEST AND
JUSTIFICATION OF KALIDA TELEPHONE COMPANY, INC.

Kalida Telephone Company, Inc. (“Kalida” or “Company”) is a small, privately held
rural local exchange company based in Ohio. Kalida requests confidential treatment of certain
information being provided to the Commission in its 2013 FCC Form 481, because the
information is competitively sensitive and its disclosure would have negative competitive
consequences upon Kalida were it made publicly available. Such information would not
ordinarily be made available to the public and should be afforded confidential treatment under 47
CFR § 0.459. '

Specifically, Kalida requests that the documentation required in the section entitled “Rate
of Return Carrier Additional Information,! which consists of the Company’s financial reports,
income statement, balance sheet and cash flow statement, be accorded confidential treatment
(“Confidential Information”).

Degree to Which the Information in Question is Commercial or Financial, or Contains a
Trade Secret or is Privileged

The Confidential Information is financial information, specifically the Company’s
income statement, balance sheet and cash flow statement. Financial Information is clearly
deserving of confidential treatment.

The Confidential Information is also a trade secret under 5 U.S.C. § 552(b)(4). While
there is no clear federal definition, the Uniform Trade Secrets Act defines trade secret as
information that derives independent economic value, actual or potential, from not being
generally known to or readily ascertainable through appropriate means by other persons who
might obtain economic value from its disclosure or use and is the subject of efforts that are
reasonable under the circumstances to maintain its secrecy.
http://www.uniformlaws.org/Default.aspx. The information for which confidential treatment is
sought meets that definition.

Degree to Which the Information Concerns a Service that is Subject to Competition

Ohio has successfully opened its telecommunications markets to full competition. The
services offered by the Company, including voice and broadband services, are subject to
vigorous competition from completive local exchange carriers, cable operators, wireless carriers

! The financial reports section of FCC Form 481 is identified at the Universal Service Administrative Company
(“USAC”) website as “Section 3005” in the downloadable version and as “Section 3000 in the online filing version
at the same USAC website. http://www.usac.org/hc/tools/forms.aspx. The same identical financial information is
required in both. The request for confidentiality applies regardless of whether the form submitted employs the 3005
or 3000 designation. ,




and VoIP providers. Many of the Company’s competitors are large, well-financed and national,
even international, in scope.

Manner in Which Disclosure of the Information Could Result in Substantial Competitive
Harm

The Confidential Information could be employed by both existing and potential
competitors in a variety of ways, including: to determine the size of the market; the profitability
of the market; and the financial resources of the Company. Clearly, were the Confidential
Information made public, competitors could and would use this information to their competitive
advantage. Moreover, disclosure would adversely affect Kalida’s ability to conduct business
with other carriers.

Measures Taken to Prevent Unauthorized Disclosure

The Company has taken precautions to guard the secrecy of its financial results, including
the Confidential Information, by limiting its dissemination. The Confidential Information is not
known outside of Kalida and is known within the Company only to senior managers and a
limited number of employees with a particular need to know. Kalida has expended a significant
amount of time and money in developing the Confidential Information. The Confidential
Information cannot be replicated by any other means.

Availability of the Information to the Pubic and Extent of Any Previous Disclosure of the
Information to Third Parties

The Confidential Information is not available to the general public and has never been
disclosed to any outside third parties, except as may be associated with financing, in which case
confidentiality is required.

Justification of the Period During Which the Material Should Not be Available for Public
Disclosure

Kalida requests that the Confidential Information be maintained on a confidential basis
indefinitely. Disclosure of the information at any time would be harmful.

Any Other Information That the Party Seeking Confidential Treatment Believes May Be
Useful In Assessing Whether Its Request For Confidentiality Should Be Granted.

Exemption 4 of the Freedom of Information Act protects “trade secrets and commercial
or financial information obtained from a person [that is] privileged or confidential.” 5 U.S.C. §
552(b)(4). The exemption affords protection to those submitters who are required to furnish



commercial or financial information to the government by safeguarding them from the
competitive disadvantages that could result from disclosure. If the financial information relates
to business or trade, courts have considered it “‘commercial or financial.” See, e.g., Dow Jones
Co. v. FERC, 219 FR.D. 167, 176 (C.D. Cal. 2002) (information relating “to business decisions
and practices regarding the sale of power, and the operation and maintenance” of generators
(quoting agency declaration)); Merit Energy Co. v. United States Dep't of the Interior, 180 F.
Supp. 2d 1184, 1188 (D. Colo. 2001) (“information regarding oil and gas leases, prices,
quantities and reserves”), appeal dismissed, No. 01-1347 (10th Cir. Sept. 4, 2001). The
Confidential Information satisfies this test as well.
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KALIDA TELEPHONE COMPRNY, INC.

121 E. Main Street ¢ Box 267 ¢ Kalida, Ohio 45853
Phone 419-532-3218 ¢ Fax 416-532-3300 ¢ Email kic@kalidatel.com

FOR IVIMEDIATE RELEASE: FOR MORE INFORMATION CONTACT:
January 28, 2013 Stacey Birkemeier 419-532-3218
stacey@kalidatel.com

Please publish the info below in the Putnam County Sentinel,

Save On Your Telephone Bill

Qualified customers can save on their phone bill with the Kalida Telephone Company. The Kalida
Telephone Company mffers savings to gualified customers through the Lifeline Telephone Assistance
Program in-the following ways: a $9.25 monthly discount for regulated Jocal services; a waiver of phone
fine establishment charges once in @ 12 month period; free blocking of toll, 900 and 976 services; a
waiver of the Company’s service deposit requirements and a waiver of the federal universal fund end
user charge.

Paymenit arrangements will also be made for these qualified customers with past due bills for reguiated
service with the Company. Qualifying customers with pastdue toll service charges shall have toll
restricted service until the past due toll services have been paid.

Qualified customers.must have gither a household annual gross income gt or below 150% of the federal
poverty level; or, be enrolled in ene of the following programs: Medicaid or any state program which
might supplant'Medicaid; Supplemental Nutritional Assistance (SNAP/Food Stamps); Stpplemeantal
Security Income {SS1}; Social Security Disability Insurance-(SSD1}; Federal Public Housing or Section 8;
Home Energy Assistance Program [HEAP, LIHEAP, E-HEAP); National School Free Lunch Program (NSL);
‘Disability Assistance (DA); Temporary-Assistance for Needy Families {TANF/@hio Works and General
Assistance, including disability assistance {DA).

Federal Rules prohibit qualified customers-fram receiving more than-one'liféline service per household.
Lifeline benefits may be applied to only one type.of service - landline or wirgless. Benefitswould belost
i customer is found to have more than one per household. Efigibility. must be reconfirmed.-every year
and if atany point a-customer no longer qualifies, the Company must be notified immediately.

For all the savings and program.details call the Kalida Telephone Company at 419-532-3218.
This notice is required by the federal government.

###
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PUCO Emergency Plan

4901:1-6-31 - Emergency and Outage Operations

")

(B)

{©)

)

()

Each facilities-based local exchange carier (LEC) shall design, eperate, and maintain its fadiiites 1o
continue to provide customers with the ability to originate and receive calls at all times. The
commission will utilize existing FCC rules applicable to emergency and outage operations.
Companies shall submit outage reports utilizing, at the company's discretion, either existing FCC
reports or a format determined by the commission. '

Each faciliies-based LEC shall submit, within two hours of discovery, to the commission's outage
coordinator and when appropriate, ‘the news meédia in the affected area, g notification thatl' it has
experienced an outage, whensever that outage occurs on any facility thatit-owns, operates, leases.or
otherwise utllizes and is both;

1) Expected to last fora period in excess of thirty minutes.

{2) Polentially affects at least:nine huntired thousand user minutes in the incumbent focal cafling
ares.

Each faciliies-based LEC shall repoft, by telephone or electronic means, & disruption of 8-1-1
services, which impairs 8-1-1 service within a.given county 8-1-1 system, immedigtely to edch county
9-1-1 public safety answering point, 1o the Ohio 8-1-1 coerdinator, and to the news mediz in the
affected arsa, wher appropriate.

Each facilities-based LEC experiencing a loss of communmnications- or selective routing o a public
safety answering point, as a-result of an outage described under paragraphs (B) and (C) of this rule,
shall also notify, as soon as possible, by telephone or electranic means, any official who has been
designated by the management of the affected 8-1-1 facility as the LEC's contact person for

‘communication outages at that facllity, and the LEC shall convey to that person all available

information that may be useful 1o the management of the affected facility in mifigating the effects of
the outage on efforts to communicate with that facility:

Each faciliies-based LEC experiencing an outage described under paragraphs (B) and (C) of this
rule, shall electronically submit 1o the commission's outage coordinator the same information as that
provided o the FCC or the following information:

{1) A notification that it has ‘experienced a outage; which shall include the name-of the reporfing
entity, the date ‘and time of the onset of the cutage, a brief desciiption of the problem, the
particular service affected, the geographic area affected by the outage, the number of
customers affected, an estimate of when the service, including 9-1-1, will be restored, and &
contact name and telephone number by which the comniission's outage coordinator may
contact the reporting entity.

{2y ‘Not later than seventy-two hours after discovering the cutage, an inltial communications outage
report, which shall include all pertinent information then available on the outage and shall be
submitted in good faith.

(3} Not laterithan thirty days afier-discovering the outage, the provider shall submit electronically a
final .communications cutage repori, which shall include all pectinent information on the outage,
inciuding any information that was notcontained in, or that has changed from that provided in,
the'initial report.




{F} Each facilities-based LEC shall develop, implement, and maintain an emergency plan and make i
available for review by commission staff. The plan shall include, but not be fimited to, all of the
following:

(1

@)

{3

(4)

(5)

@

®

&

(10)

Procedures for maintaining and annually. updating a list of those customers who have
subscribed tothe federal telecommunications service priority program, as identified in 47 C.F.R.
84, mppendix A,

Procedures for priority treatment in restoring out-ol-service trouble of an emergéncy nature for
custemers with:a documented madical or fife-threatening condition.

in addition to the telecommunications semwice priordty program, each LEC shall develop policies
and procedures regarding those customers who require priority treatment for out-of-service.

clearance. Such procedures shall include a table of restoration priority, including; but not limited
1o, subscribers such ag police and firg stations, ‘hospitals, key medical personnel, and other
utilities.

Procedures for restoring service to: priovity critical facilities customers.

ldentification and annual updates of all of the faciliies-based LEC's ciitical facilities and
reasonatle measures to:protect its personnel and facilities,

Assessments and evaluations of telecommunications facilities available to provide back-up
service capabilities.

Procedures for after-action assessments and reporting following activation of any part of the
emergency plan. An after-action: repoert will be written ‘and will ‘include lessons Jearnad,
deficiencies in'the response to the-emergency, and deficiencies in the emergency plan.

A-current fist of the names and telephone numbers of the facilittes-based LECS' emergency
service personnel fo contact and coordinate with in the event of any real or anticipated Tocal or
national threats to its ability to provide telecommunications sevice,

A current list of the names and telephone numbers of the faciliies:sbased LEC's emergency
service personnel that is made avsiiable to the commission's emergency coordinator, upon
request.

A continulty of operations plan to assure carftinuﬁar}ce of minimum essential functions during a
large scale event'in which staffing is reduced. Such plans shall provide for;

(s} Plan activation triggers such as the worid health organization's pandemic phase alent
levels, widespread transmission within the United States, or a case &t one .or more
locations within.Ohic..

(b) Identification of'a pandemic coordinator and team with defined roles and responsibilities for
‘preparedness and response planning.

(¢} ldentification of miinimal essential functions, minimal staffing requlred to maintain such
essential functions,-and personnél resource puols required to ensure continuance of those
functions in progressive stages associated with a declining workiorce.

{d) identificatior of essential employees and cfitical inputs {e.g., raw materials, egquipment,
suppliers, subcontractor services/products, and logistics) required to maintain busingss
operations by location and function.

{e) Policies and procedures to address personal protection initiatives.



{fy Policies and procedures to malntain lines of communication with the public utilities
comymission of Chio during a declared emergency. ‘

(G} Each facilities-based LEC shali amend iis emergency plan in accordance with the findings identified
i the after-action assessment repoft reéquired under paragraph (F)(7) of this rule.

R.C.119.032 Review Dates: __11/30/2015

Promulgated Under: 111.15
Statutory Authority: 4927.03
Rule Amplifies: __4927.04

Prigr Effective Dates: None




KALIDA TELEPHONE COMPANY, INC.
STATEMENT OF CPNI PROCEDURES

Kalida Telephom Company, Inc. has created a CPNI Pohcjz Handbook can%aunng the following
procedures that it has adopted to ensure the protection of CPNL The handbook describes our procedures
in greater detail and provides practical guidance on how to protect against unauthorized disclosure or use
of CPNL The handbook is distributed to cur employees durmg training and serves as an. nnpc:rtant

reference tool for our employess.

Dutv to Protect CPNI

Weas a communications company recognize our duty to protect customer CPNL. “We may not
disclose CPNI to unauthorized persons, nor may we use CPNI in certain ways without consent from our -
customers, Befew we can provide customers with their own CPNL, we must authenticate the customer.

We racogmze that there are-a fow vases in which we can disclose C‘PNI without first obtaining
customer approval:

L. Administrative use: We may use CPNI to initiate, render, bill and collect for
communications services. ;

2. Protection of carrier and ﬁm:d arties: 'We may use CPNI to protect the interests of our |
company, such as to };mvcnt fraud or illegal use of our &ystams and nstwork. BEmployees are notified of

the steps to take, if any, inthese sorts of situgtions.

3. As required by law: We may disclose CPNI if we are. regmrad to by law, such as ﬂ:xrcmgh
legal process {subpoenas) or in response o requests by law enforcement. Employees are niotified of any

steps theymust take in these situations.

Our Own Use Of CPNT
We may use CPNI to provide ar market services to our existing customers. We understand that
we are required to obtain customer approval priot fo using CPNI in certain ways,

Marketing

We understand that we.do not need to obtain customer appmval before using CPNI to market
services to our existing customers within the categories of service to which the customer already
subseribes.

We mdemtan& that we may not use CPNI fo market services that are in a service category to
which the customer does not already subscribe without customer appruvai

 Weunderstand that we cannot use CPNI to solicit a customer to add & new category of service
without first obtaining the customer’s approval. )

‘Wealso understend that we d:d notneed customer consent before using CPNI to market “adjunct-
to-basic™ services such as speed dialing, computer-provided directory assistance, call monitoring, call




tracing, call blocking, call return, repeat dialing, call traokmg, call waiting, caller ID, call forwarding, and
certain centrex features.

‘Weunderstand that we may not use CPNI to identify-or track customers that call oompetmg
service prov;tders ’

‘ - We regularly review our marketing practices to determine when and how CPNI is used within the
company, and whether CPNI is being shared with-other-entities. We also review new marketing or sales
campaigns to-ensure compliance with these CPNI policies and with the FCC’s CPNIregulations. We do’

not share CPNI with any affiliates or other third partzies

Prowsmn of Services

We understand ‘that we do notneed customer approval to use CPNI to provide CPE and call
answering, voice. mazi or msssagmg, voice. stomge and retrieval services, fax store and forward, and

. protocol conversion.

We understand that we are required to objectively determine that our customers are who they say
they are before disclosing CPNI to them, _

Telephone
‘We understand that when a customer calls, we may not release call detail information, or
information relating to the transmission of specific telephone calls umtil sve have called the customer back
at the: telephone number-of record to ensure that the customer is who s/he sayss/heis. Alternatively, we
‘may offer to.send the call detail information to the address of record or provide it to the customer or an
authonzed m&mduai nperson after sthe. has produced valid photo identification at.our-office.

We undesrsmnd that we may disclose non-call detail informeation over the teléghone after
authenticating the:customer by calling back the telephone number of record, chwkmg valid photo

. identification, or by mailing the mformahon to'the: acsozmt address of record.

In-Person Authentication

We understand that before we can disclose CPNI to customiers in person, the customer must
present valid government-issued photo identificarion. The nameon the photo identification must match
the name on the account. Ifthe customer cannot present the required identification, we offer to provide

the requestad CPNI by sending it to the account address of record.

Before providing the CPNI to the customer we make a copy of the photo. xdennﬁcatmn This -
copy is then placed in the customer’s file, fogether with a copy of the CPNI provided to the custormer.
These records are then kept in the customer file in accordance - with our record-keeping pohmes



“Mail

AR

If the customer requests CPNI through raguiar mail, or if the customer capnot compiy with one of
the Kuﬁmﬁr&mn methods above, we send the mqaesfefi information to the customer’s address ef record

only.

We provide a- C:E’NI privacy policy to all customers anmually, as a bill insert in the }}ecem&er bill.

This policy provides notification to each customer of his/her right to restrict use of, disclosure of, and
access to that customer’s CPNIL. We maintain a list of all customers who receive the privacy policy, the

date on which the pohcy is-sent,.and a copy of the policy in our records for one (1) year foliowing the
mailing of the policy. We provide additional copies of the CPNI privacy pwhcy to all customers who

request itand to all new customers upon activation.of service.

. The paiibywz:onmiﬁs an opt-out customer approval notice. Custemers who-do not wish to-allow us
to-use their CPNI to market services outside their existing service categories, or who do not wish to allow
us to share their CPNI with affiliates, have 30 days to contact us'to tell us that they do not approve of this
use. If we do not hear back from the customer within 30 days, we understand that we are free to use their
CPNI for these purposes. ‘We understand that customers can change their option at any time by

contacting us, and we notify our customers of this right.

We maintain records of the customers who received the opt-out approval notice and records of
the customers who contacted us to opt out in accordance with our record-keeping policies, -

We understand that we must provide written notice 1o'the PCC within five (5) business &ays if
our opt-out mechanisms do not work pmpariy to the degree that our customers” inability to opt out is

more than an anomaly,

We trained all of our employees regarding the company’s CPNI policies prior to the effective
date of the most recent CPNI regulations, December 8, 2007. Employess are required to attend an annual
retraining to ensure that they understand the company’s' CPNI policies and any updates to those policies.
New employees who will have aceess to CPNI ate trained when they join the company, and then-attend
the regxﬂariy—schsdzﬁad refraining sessions. At the conclusion of each training session, employees are
asked to sign certificates stating that they understand the oempmy’ s’ CPNI policies and that they will

comply with those pmhsws
Employsas ‘who fail to observe Kalida Telephone Company, Inc.’s CPNI procedures will be
subjsct to the disciplinary procedures contained in the Phons Company Disciplinary Policy. Disciplinary

records are maintained in the company files in accordance with our record-keeping policies.



R:ecw&Keeg“é g
We maintain the following records in our files for one (1) year:
Records relating to the annual mailing of the customer CPNI privacy P011°}"

a
Records of customer approval or disapproval of CPNI use, or the limitation or revocation

b..
‘thereof; and R
c Employee disciplinary records.

We maintain records of discoversd CPNI breaches, notifications to law enforcement regarding -
breaches, and any responses from law anfommmt regarding those bresshesa in-our files for at least two

(2) years.

We undarstami that we are mqwmé 1o nmf:;fy customars when changes b&v& been made to

passwords, customer responses to back-up means of authentication, or addresses of record by mmhng a

notification to the account address of record.
W& dn not. rwaal the zhmgad account data in the notification.

Unanthorized Disclosure Of CPNI

; We understand that we must report CPNI breaches to law enforcement no later than seven. @)
business days after determining the breach has occurred, by sending slectronic notification throngh the
link at httpy/iwwer.foc.cov/eb/CPNL to the central reporting facility, which will then notify the United
States Secret Service (USSS) and the Federal Burean of Tnvestigation (FBI).

We understand that we may not notify customers or the puhlm of the breach earlier than seven {?}

days after we have notified law enforcement through the central reporting facility. If we wish to notify
customers or the public immediately, where we foel that there is “an extraortinarily urgent need to ncmff’

to avoid “immediate and irreparable harm,” we inform law enforcement af our desire to notify and
comply with law enforcement’s directions.

o Records: ralatmg to such notifications are keptin accordance with our record-keeping policies.
These records inchude: (iythe date we discovered the breach, (if) the date we notified law- enfam:mmt,
(iif) a detailed description of the CPINI breached, and (iv) the circumstances of the breach.

During the course of the year, we compile:information regarding pretexter atte:mpfs to gain
improper access to CPNL, including any breaches or attempted breaches. We include this information in
our-anmual CPNI compliance certification filed with the FCC.

Che v, A0

Signed



